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Facebook Privacy

#1: Understand The Basics: Facebook Terminology and Privacy Settings

It is important to understand the concepts used by Facebook before we proceed. 
A “friend” in Facebook is anyone you confirm as a friend, whether they are family, grandchildren, acquaintances or new contacts.  

Facebook uses 4 levels of privacy: 
· Everyone

· Friends of Friends

· Only Friends

· Custom

Everyone means everyone on the Internet, including search engines.
Friends of Friends means all friends of everyone you have confirmed as a Friend. (For example, all your grandson’s schoolmates).

Only Friends means only those people you have confirmed as a Friend. 
The Custom setting is used to tweak privacy by including or excluding specific friends or set of friends using Friend Lists. Friend lists are a very useful way to create different privacy settings for different kinds of “friends”.   
The Privacy Settings Page (Account>Privacy Settings from top menu) has the following sections:

· Profile Information

· Contact Information

· Applications & Websites

· Search

· Block List

Each section is quite self-explanatory, and it is a good idea to review your privacy level settings for each item in these sections. Key settings affecting privacy are discussed in the rest of this guide.
Facebook Recommends: 

We recommend Everyone be able to see information that will make it easier for friends to find, identify and learn about you. This includes basic information like your About Me description, Family and Relationships, Work and Education Info, and Website, as well as posts that you create, like photo albums and status updates.

Some information is more personal, so we recommend Friends of Friends be able to see that type of info. This includes the settings for your Birthday, Religious and Political views, Hometown, and Photos and Videos of Me, which is all the photos and videos you've been tagged in.

We recommend that your contact information, like mobile phone number and email address, only be visible to Friends.

BUT:  It’s up to you!
#2. Create Friend Lists

Friend Lists are the bedrock of your Facebook privacy. Creating and using Friend Lists wisely will make a huge difference in how easily you can control your privacy on Facebook. 
Click “Account” “Edit Friends” on the top left menu, then “All Connections”, you will see all your friends.  If you click “Add to List”, you can choose from existing lists, or add a new one.You can create as many different lists as you need. 

Your friends can’t see what you call the lists, so you can call one of them “Family I Can’t Stand” if you want. 
You can change this any time.  From now on when you confirm a new friend, you can choose which lists to add them to.  
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#3: Control Profile Visibility
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For example, If you don’t want your birthday to be visible to anyone but your family, you can customize the setting.  .
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Choose specific people from the dropdown box and type “family” in the box.  If you have a list called “family”, it will be visible only to those people.  Or you can choose “Only Me” and have no-one know your age!

If you’re not sure, leave it at the default setting.  You can change it any time.

#4: Control Contact Visibility

Go back to Privacy (top left hand side) and choose settings for your Contact information.  
[image: image4.png]] Faosbook | Prvacy Settings (=}l

€« C M ¢ hitp/iwww.facebook.com/settings/?tab=privacy&sectior

facebook Home Profie Friends 1o Mary Smith

Privacy Settings » Profile Information

4 Backto Privacy

Preview My Profile...

bout me A Everyone ¥
‘About Me refers to the About Me desaription in your profie

Personal Info 2 -
Interests, Actutes, Favorites

R




You should share your contact information cautiously, especially phone numbers and email addresses. Go to Privacy Settings > Contact Information and select privacy levels for each item. You can restrict phone number and email address visibility conveniently using Friend Lists.
#5: Control Search Visibility in Facebook, Google & Other Search Engines

There are two separate settings for controlling your visibility when someone searches from within Facebook and from other search engines like Google. Access these settings from Privacy Settings>Search.

The first setting is for searches within Facebook. If you want anyone searching for you from within Facebook to find you, leave it at the default Everyone.  If you want to be invisible, and only your Friends to get your information via searches in Facebook, change it to Only Friends.
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Facebook now considers your name, profile picture, gender, city, friend list, and fan pages as “publicly available information”. This means by default when someone searches Google with your name, they can see this information. Uncheck the Allow box for Public Search Results to prevent Googlers from seeing this information.

#6: Control What Your Facebook “Friends” Can Share About You
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Your Facebook friends can reveal information about you to applications of their choice even if you yourself do not use those applications. A typical example is when your friends use a birthday application that reminds them of your birthday so that they can send you a card or gift.

Unfortunately, this also means they reveal your religious, sexual, and political preferences as well as other personal information about you. Birthday information is also misused by financial fraudsters. All of this can be shared via more than 500,000 applications with more than 1 Million developers from over 180 countries.
If you don’t want to do that, go to Privacy Settings and click Applications and Websites page. Click Edit Settings for What your friends can share about you. Choose what you want to share or uncheck all boxes for maximum privacy.

#7: Reduce Visibility of Your Facebook Friendships

Your friends list is visible to everyone on Facebook by default. Some people browse others’ friends for voyeuristic or marketing purposes. Unfortunately, Facebook now considers your friends list as “publicly available information” so there is no way to hide it completely. You can make it slightly harder for strangers to see your friend list. Go to your profile page, click the pencil icon next to your Friends box, and uncheck the Show Friend List to Everyone box.
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#8: Avoid Appearing In Advertisements

Go to Account> Account Settings, and click the Facebook Ads tab. Set both options under Ads shown by third party applications and Ads shown by Facebook toNo one to avoid appearing in any advertisements on Facebook.

#9: Understand Difference Between Deactivating and Deleting Account

If you decide that Facebook is not your cup of tea, you must understand the difference between deactivating and deleting your Facebook account.
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From Account> Account Settings, you will see an option to Deactivate Account. Deactivation simply puts your Facebook account in a suspended state. All your profile information, pictures, friends, and wall posts remain intact on Facebook servers, but are not accessible to other Facebook users including your friends. You can resume using Facebook as before simply by logging into Facebook again.

If you wish to permanently delete your account, you need to submit your request to https://ssl.facebook.com/help/contact.php?show_form=delete_account. This will remove all your information from Facebook’s servers, and there will be no way to access or recover your account and profile information again.
