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Resources and strategies 
to protect older adults 
from fraud and scams



Objectives
After this session, you will be able to:
• Identify national, state and local resources to help you 

educate library users about common scams and fraud
• Explain why fraud can be particularly harmful to older 

adults
• Discuss the warning signs and impacts of fraud
• Prepare for a fraud prevention session at your library



Session Road Map
• Federal and National Resources
• State Resources
• Common Frauds By Age Group and Type
• Basic Fraud Intervention and Prevention
• Case Study: Implementing Fraud Education and 

Prevention Sessions at a Community Library 



Federal Resources



Primary Agencies
• Consumer Financial Protection Bureau (CFPB)
• Federal Trade Commission (FTC)
• Securities and Exchange Commission (SEC)
• Department of Justice (DOJ) – Elder Justice Initiative



Consumer Financial Protection Bureau (CFPB)
• Provides Resources for Working with Older Adults
• Offers Specific Resources for Librarians/Library Workers
• Easy-to-understand Consumer Tools for learning about 

fraud and scams
• Multi-Lingual Resources for Fraud, Scams, and other 

Money Topics

https://www.consumerfinance.gov/consumer-tools/educator-tools/resources-for-older-adults/
https://www.consumerfinance.gov/consumer-tools/educator-tools/library-resources/
https://www.consumerfinance.gov/consumer-tools/fraud/
https://guides.libraries.psu.edu/cfpb_resources


Federal Trade Commission (FTC)
• Hosts a page just for librarians
• Consumer page has useful guides for understanding and 

preventing frauds and scams, and how to take action if 
you are a victim 

• Offers free resources you can order for your library
• Encourage tech users to sign up for FTC alerts

https://consumer.ftc.gov/features/librarians
https://consumer.ftc.gov/
https://www.bulkorder.ftc.gov/
https://public.govdelivery.com/accounts/USFTCCONSUMER/subscriber/new?topic_id=USFTCCONSUMER_8


Securities and Exchange Commission (SEC)
• Helpful articles and timely alerts about investment scams 

and fraud
• Avoiding Retirement Fraud
• Resources for Older Investors
• Investor Alerts and Bulletins
• How to Avoid Fraud

https://www.investor.gov/additional-resources/retirement-toolkit/avoiding-retirement-fraud
https://www.investor.gov/additional-resources/information/older-investors
http://www.sec.gov/news/press/subscribe_updates.htm
https://www.investor.gov/protect-your-investments/fraud/how-avoid-fraud


Department of Justice (DOJ) -
Elder Justice Initiative
• Runs the National Elder Fraud Hotline

•  833–372–8311/833–FRAUD-11

• Provides Elder Justice Neighborhood Resources
•  Look up state and local resources; explains the agencies and 

services they provide

• Offers Awareness Materials

https://www.justice.gov/elderjustice/support/resources-neighborhood
https://ovc.ojp.gov/program/stop-elder-fraud/awareness-materials


National Resources



Financial Industry Regulatory Authority (FINRA)
• Offers interactive tools and activities to avoid fraud and 

learn about common scams
• BrokerCheck
• Scam Meter
• Protect Your Money
• Recover from Investment Fraud

https://brokercheck.finra.org/
https://scammeterquiz.nga.finra.org/meter/
http://finra.org/investors/protect-your-money
https://www.finra.org/investors/insights/recovering-from-investment-fraud


AARP
• Older users may already be familiar with/members
• Do not need to be a member to access this information
• Fraud Resource Center offers numerous articles and a full 

glossary of scam types
• Scam Map offers an interactive look at reported scams in 

your area
• Weekly podcast The Perfect Scam shares stories from 

victims

https://www.aarp.org/money/scams-fraud/
https://www.aarp.org/money/scams-fraud/tracking-map/?intcmp=AE-SCM-FRD-SUBNAV-MAP
https://www.aarp.org/podcasts/the-perfect-scam/?intcmp=AE-SCM-FRD-SUBNAV-TPS


RUSA Financial Literacy Interest Group
• Part of the American Library Association
• A group of library professionals from all kinds of libraries 

who are interested in providing financial literacy 
education, resources, and programming to their users

• Not a member? You can join our mailing list for free!
• Free bi-monthly online discussions and annual webinars
• Sign up on ALA Connect (ALA Members) or 

fill out this form

https://forms.gle/pP4hemtaHQAunx4W9


Scams & Fraud Program

25 Upper Holland Road
Richboro, Bucks County, PA Image credit: Free Library of Northampton Township



Image credit: Pennsylvania Library Association's PA Forward

https://paforward.org/


Image credit: Pennsylvania Library Association's PA Forward

https://paforward.org/our-mission/


Image credit: Free Library of Northampton Township

Who We Are
 Free Library of Northampton Township

 Community Library associated with the Bucks 
County Free Library System in Pennsylvania

 Serves a community of nearly 40,000 residents

 Approximately 30% of residents are over 55

 Located near schools, senior center, fire 
department, police department, and township 
administration



Image credit: Free Library of Northampton Township

Helping Our Patrons
 As a public library we help patrons on a 

variety of topics from readers advisory 
to technology

 Observed older patrons encountering 
technology education gaps and 
challenges to discerning scams



Image credit: Free Library of Northampton Township

Programs We Offer



Image credit: Free Library of Northampton Township

Encountering Scams
As we assisted patrons, we encountered 
the following scams:

 Text messages

 Emails

 Phone calls

 In-person scams



Northampton Township 
Police Department

Image credit: Northampton Township Police Department Facebook page

https://www.facebook.com/NTPD54/posts/pfbid02tDkpfGFESAWCnDn6gLxX7zmXrkRv8e7uya1cEb3oQtUvq25DRcJtsZ34LwPZUGpQl


The Library partnered 
with the police 
department to present 
two programs titled 
“Scams & Fraud”

Image credit: Free Library of Northampton Township Facebook page

Partnerships

https://www.facebook.com/permalink.php?story_fbid=pfbid0MsqVfjEP2px4nRHFgfiu6gScy1mgW4vfc4tW7jfot18pnTEG5Vti8fRQ2VVdUH52l&id=100064843716338


Advertised the Program through:
• Newspaper press releases
• Flyers
• Township & Library newsletters
• Social media
• Website
• Weekly email blast
• Self-checkout kiosks
• Shared flyers with Senior Center

Image credits: Free Library of Northampton Township

Marketing



Types of scams and fraud covered:
 IRS scams
 Text messages
 Phone calls
 Email messages
 Check washing
 Catfishing/Love scams
 Porch pirates
 In-person scams
 Postal scams

Image credit: Free Library of Northampton Township

The Program



Preventive measures:
 No legitimate entity will ask for gift cards or 

digital payment
 Don’t click on links in emails or text messages
 Don’t provide personal information like SSN 
 Take mailed checks or sensitive mail into the 

post office
 Have packages mailed to friends or family if 

away or have a way to secure deliveries
 IRS will not call/text 
 Call/visit the Police if you’re unsure

Image credit: Free Library of Northampton Township

The Program



Police Department continues to educate 
the public of new instances of scams and 
fraud:
 Phone scams spoofing legitimate phone 

numbers
 Scammers urge “Payments” via 

Bitcoin/digital currency like Venmo, 
Cash App, or gift cards

 Publicize their monthly report
 Continue to provide outreach
 Scheduled additional programs in 2025

Image credit: Northampton Township Police Department Facebook page

Evolving Scams

https://www.facebook.com/NTPD54/posts/pfbid02tDkpfGFESAWCnDn6gLxX7zmXrkRv8e7uya1cEb3oQtUvq25DRcJtsZ34LwPZUGpQl


 Library held two evening programs in spring 
and summer, 2024

Most attendees were 55 +, but we also had 
younger caregivers

 Officer presented recent scenarios that 
occurred in the community

 Provided advice on being proactive against 
scams and fraud

 Approximately 30 people attended each 
program

 Attendees were very engaged and asked 
questions

 Completed program feedback forms

Image credit: Free Library of Northampton Township Facebook page

Observations

https://www.facebook.com/permalink.php?story_fbid=pfbid0wqLBjQUuQe1YqBXbDhHuG7TxzMR2Ff3P2QQmHBk7MnVJzbrYTVT5LyBibx1c3evrl&id=100064843716338


 Have a successful program partnering 
with a township department

 Increase awareness and education on 
different scenarios of scams and fraud

 Learn methods to prevent vulnerability

Image credit: Free Library of Northampton Township Facebook page

Goals



Provided feedback 
forms

• Comments were 
generally positive

• Most ratings were 5 
out of 5

Things I would do 
differently

• Use of microphone for 
presenter

• Ensure to hold 
questions to the end

Feedback



Contact

Kristi Chase
Reference Librarian/Archivist

kchase@buckslib.org
215.357.3050 x 114

Free Library of Northampton Township
25 Upper Holland Road

Richboro, PA 18954
northamptontownshiplibrary.org

mailto:kchase@buckslib.org


Washington State Department of Financial Institutions
“Leading the way in consumer protection and financial services regulation.”

48 Years 
Can Be 
Gone in 
48 Hours



Washington State Department of Financial Institutions
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Financial Fraud Prevention: 
Tips, Tools, and Resources

For Libraries To Share 
Lyn Peters

Director of Communications, Financial Education & Outreach



Washington State Department of Financial Institutions
“Leading the way in consumer protection and financial services regulation.”

Disclaimer
The comments and opinions expressed today are solely 

the presenters’ comments and opinions and do not 
necessarily reflect those of the Department of Financial 
Institutions, its management, or anyone associated with 
the Department of Financial Institutions

DFI cannot give legal or financial advice, and we do not 
endorse or recommend any person, product or 
institution
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License
Regulate
Protect
Educate

www.dfi.wa.gov

DFI: What do we do?

http://www.dfi.wa.gov/


Washington State Department of Financial Institutions
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Power of partnership

Work with ALL of the acronyms
AARP
Attorney’s General
CFPB
CFTC
FBI
FDIC

FINRA
FTC
NASAA
SEC
USPIS
And…State Agencies

https://www.aarp.org/money/scams-fraud/
https://www.consumerfinance.gov/consumer-tools/educator-tools/resources-for-older-adults/elder-protection-networks/expand-network/
https://www.cftc.gov/LearnAndProtect
https://www.fbi.gov/how-we-can-help-you/scams-and-safety
https://www.fdic.gov/consumer-resource-center#protecting
https://www.finra.org/investors/protect-your-money
https://consumer.ftc.gov/features/pass-it-on
https://www.nasaa.org/investor-education/fraud-center/
https://www.investor.gov/
https://www.uspis.gov/tips-prevention


Washington State Department of Financial Institutions
“Leading the way in consumer protection and financial services regulation.”

FTC data & visuals

Federal Trade 
Commission: Fraud 
and ID Theft Maps

https://public.tableau.com/profile/federal.trade.commission#!/vizhome/FraudandIDTheftMaps/AllReportsbyState
https://public.tableau.com/profile/federal.trade.commission#!/vizhome/FraudandIDTheftMaps/AllReportsbyState
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What’s 
working for 
ages 70-79?

Federal Trade Commission (FTC) 

https://public.tableau.com/profile/federal.trade.commission#!/vizhome/AgeandFraud/Infographic


Washington State Department of Financial Institutions
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What’s 
working 
for ages
60-69?

Federal Trade Commission (FTC) 

https://public.tableau.com/app/profile/federal.trade.commission/viz/FraudReports/FraudFacts


Washington State Department of Financial Institutions
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Encourage reporting!

40

Why are crimes under-reported?

https://www.justice.gov/usao-ak/financial-fraud-crimes#:%7E:text=Why%20are%20fraud%20crimes%20under,their%20crimes%20to%20law%20enforcement


Washington State Department of Financial Institutions
“Leading the way in consumer protection and financial services regulation.”

Reporting 
resources - Local

Gov. Josh Shapiro launched a consumer 
protection hotline, website, and email address to 
make it easier for Pennsylvanians to report 
scams, resolve financial and insurance issues, 
and get help from the commonwealth.

•Call 1-866-PACOMPLAINT (1-866-722-6675)
•Visit pa.gov/consumer
•Email consumer@pa.gov

Local law enforcement
State Attorneys General
States’ Division of Finance/Banking/Investments
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https://www.pa.gov/consumer-complaints.html
mailto:consumer@pa.gov
https://www.naag.org/find-my-ag/
https://www.nasaa.org/contact-your-regulator/
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Reporting resources – Nat’l

CFPB
FBI/IC3
FTC
NASAA members
SEC
USPIS
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https://www.consumerfinance.gov/complaint/
https://www.ic3.gov/
https://www.identitytheft.gov/
https://www.nasaa.org/contact-your-regulator/
https://www.sec.gov/submit-tip-or-complaint
https://www.uspis.gov/report
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WA created a 
One Stop Shop: 
www.dfi.wa.gov/10B 

http://www.dfi.wa.gov/10B


Washington State Department of Financial Institutions
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Chances are
your info Is 
“out there”
National Public Data, a background 
checking organization, experienced 
a breach potentially affecting 2.9 
billion individuals. The breach 
exposed personally identifiable 
information (PII) such as names, 
phone numbers, mailing 
addresses, email addresses and 
Social Security numbers.

https://nationalpublicdata.com/Breach.html
https://nationalpublicdata.com/Breach.html
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Credit 
Freeze 
or 
Fraud 
Alert
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Contact 
all three 
bureaus
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It can happen to anyone…

The Day I put 
$50,000 in a 
shoe box and 
handed it to 
a stranger.

https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.thecut.com%2Farticle%2Famazon-scam-call-ftc-arrest-warrants.html&data=05%7C02%7CLyn.Peters%40dfi.wa.gov%7C9c01e14476a447c70fed08dd689e9e0c%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638781752648908577%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=TG%2FWgFw1QlXtTy%2Fpi%2BQGJATs9%2FOgGpxfxDeux14Xzbs%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.thecut.com%2Farticle%2Famazon-scam-call-ftc-arrest-warrants.html&data=05%7C02%7CLyn.Peters%40dfi.wa.gov%7C9c01e14476a447c70fed08dd689e9e0c%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638781752648908577%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=TG%2FWgFw1QlXtTy%2Fpi%2BQGJATs9%2FOgGpxfxDeux14Xzbs%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.thecut.com%2Farticle%2Famazon-scam-call-ftc-arrest-warrants.html&data=05%7C02%7CLyn.Peters%40dfi.wa.gov%7C9c01e14476a447c70fed08dd689e9e0c%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638781752648908577%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=TG%2FWgFw1QlXtTy%2Fpi%2BQGJATs9%2FOgGpxfxDeux14Xzbs%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.thecut.com%2Farticle%2Famazon-scam-call-ftc-arrest-warrants.html&data=05%7C02%7CLyn.Peters%40dfi.wa.gov%7C9c01e14476a447c70fed08dd689e9e0c%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638781752648908577%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=TG%2FWgFw1QlXtTy%2Fpi%2BQGJATs9%2FOgGpxfxDeux14Xzbs%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.thecut.com%2Farticle%2Famazon-scam-call-ftc-arrest-warrants.html&data=05%7C02%7CLyn.Peters%40dfi.wa.gov%7C9c01e14476a447c70fed08dd689e9e0c%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638781752648908577%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=TG%2FWgFw1QlXtTy%2Fpi%2BQGJATs9%2FOgGpxfxDeux14Xzbs%3D&reserved=0


Washington State Department of Financial Institutions
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New method:
Is it real…or is it AI

Internet Crime Complaint 
Center (IC3) | Criminals 
Use Generative Artificial 
Intelligence to Facilitate 
Financial Fraud

https://www.ic3.gov/PSA/2024/PSA241203
https://www.ic3.gov/PSA/2024/PSA241203
https://www.ic3.gov/PSA/2024/PSA241203
https://www.ic3.gov/PSA/2024/PSA241203
https://www.ic3.gov/PSA/2024/PSA241203


Washington State Department of Financial Institutions
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AI can be difficult to detect
Deepfake scammer 
walks off with $25 
million in first-of-its-
kind AI heist - Ars 
Technica

https://arstechnica.com/information-technology/2024/02/deepfake-scammer-walks-off-with-25-million-in-first-of-its-kind-ai-heist/
https://arstechnica.com/information-technology/2024/02/deepfake-scammer-walks-off-with-25-million-in-first-of-its-kind-ai-heist/
https://arstechnica.com/information-technology/2024/02/deepfake-scammer-walks-off-with-25-million-in-first-of-its-kind-ai-heist/
https://arstechnica.com/information-technology/2024/02/deepfake-scammer-walks-off-with-25-million-in-first-of-its-kind-ai-heist/
https://arstechnica.com/information-technology/2024/02/deepfake-scammer-walks-off-with-25-million-in-first-of-its-kind-ai-heist/


Washington State Department of Financial Institutions
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How to respond
 If you can avoid it — don’t engage!

 Have a refusal “script.”

 If you engage, ask A LOT of questions.

 Verify the answers.

 Give no information

 Don’t say “yes.”



Washington State Department of Financial Institutions
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Take precautions 



Washington State Department of Financial Institutions
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Credit/Debit card protection  

Sign your cards
If necessary, not all require it

Use RFID sleeves or
RFID blocking wallets 



Washington State Department of Financial Institutions
“Leading the way in consumer protection and financial services regulation.”

Use updated software and 
malware/antivirus protection 

Use long passphrases
Use a password keeper
Change them regularly
Block robocalls 

Keep tech safe



Washington State Department of Financial Institutions
“Leading the way in consumer protection and financial services regulation.”

 www.annualcreditreport.com

Credit Reports 

Look for: 
 Accounts you didn’t open
 Open/closed status
 Late payments
 Unauthorized inquiries

How to dispute an error

http://www.annualcreditreport.com/
https://www.consumerfinance.gov/ask-cfpb/how-do-i-dispute-an-error-on-my-credit-report-en-314/


Washington State Department of Financial Institutions
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If it happens — there is help
You are not alone It’s Not Your Fault – Empowerment After Financial Fraud

 Consider joining a support group:

 Emotional & Psychological Impacts of Financial Fraud - Give an Hour

 Romance Scam Recovery Group | FightCybercrime.org

 There are things you can do Victim Recovery Checklist – The National 
Center for Victims of Crime

 More Help:

 (FTC) What To Do if You Were Scammed | Consumer Advice

 (CFTC) 6 Steps to Take after Discovering Fraud | CFTC

 (AARP) Here’s What to Do After You’ve Experienced a Scam

https://finrafoundation.org/sites/finrafoundation/files/Fraud_Victim_Empowerment_FINRA.pdf
https://giveanhour.org/financial-fraud/
https://fightcybercrime.org/programs/romance-scam-recovery-group/
https://victimsofcrime.org/victim-recovery-checklist/
https://victimsofcrime.org/victim-recovery-checklist/
https://consumer.ftc.gov/articles/what-do-if-you-were-scammed
https://www.cftc.gov/LearnAndProtect/AdvisoriesAndArticles/6Steps.html
https://www.aarp.org/money/scams-fraud/what-to-do-after-scam/


Washington State Department of Financial Institutions
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Thank You!
Lyn Peters

Director of Communications, 
Financial Education & Outreach
CommunicationDir@dfi.wa.gov 360.902.8731

 www.dfi.wa.gov 
 In Español at 1.888.976.4422

www.dfi.wa.gov/financial-education
P.O. Box 41200 / Olympia, WA 98504            
Español at 1.888.976.4422

mailto:CommunicationDir@dfi.wa.gov
http://www.dfi.wa.gov/
http://www.dfi.wa.gov/financial-education
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